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Tracking and targeted advertising harms privacy
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How ad platforms could learn about your health
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recently 

diagnosed 
with diabetes
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webmd.com
Diets for managing 
blood sugar

3

Engages in health information-seeking

Google Ads 
observes browsing 
via trackers

user 456 
may have 
diabetes

http://www.hospital.org
http://www.google.com


If ad platforms learn about users’ health status…

Advertisers could target users 
with harmful ads
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Medical 
scams

Distressing 
ads


[Gak et al. 2022]

Ad platforms could disclose 
users’ health status

Embarrassment 
and shame

Economic 
discrimination



Are ad platforms tracking users’ health status?
Ad platforms have labels for 
users’ health conditions

Trackers are widespread 
on health-related sites
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• Hospital websites  
[Friedman et al. 2023]


• Medical journal websites 
[Gupta et al. 2023]


• Reproductive healthcare 
clinic websites  
[Friedman et al. 2022]



Research Questions
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RQ1: Do users with health 
conditions browse more  
health-related websites?

RQ2: Are users’ health-related 
browsing activities tracked by 
third-party trackers?


RQ3: Are users with health 
conditions targeted by more 
health-related ads?

RQ4: Are users being served 
deceptive health-related ads?
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Study design
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Data labeling
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pages
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Did users with health conditions visit more 
pages about their condition?  (RQ1)

• Inconclusive: no significant 
differences 

• Why? Limited 90-day 
browsing history window


• Takeaway: browsing history 
may not be an obvious signal 
for specific health conditions 
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Pages about Heart Conditions Visited

Pages about Diabetes Visited



Are users’ health-related browsing activities 
tracked by third-party trackers?   (RQ2)
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• Yes - trackers observe most of users’ health-
related browsing 

• 70% of health-related pages participants 
visited contained a third-party tracker 


• Top trackers can link participants’  
health-related browsing across sites


• Google’s trackers were present on >50%  
of health-related pages for 70% of 
participants



Did the profiles of users with health conditions 
receive ads targeting their condition? (RQ3)

• Inconclusive: no significant 
differences in number of 
health ads, comparing 
people with and without 
conditions
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Number of Ads about Heart Conditions Received

Number of Ads about Diabetes Received



Health-related browsing history leads to 
more health-related ads

• Correlation: each 100 health pages 
visited increased ads served by 2.2


• Takeaway: ad platforms are 
enabling targeting of users generally 
interested in health topics
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Health-Related History vs. Health-Related Ads 



Are users being served deceptive  
health-related ads? (RQ4)
• Yes: 49% of health-related ads used 

deceptive advertising techniques


• e.g. overstating benefits, fake 
endorsements, pseudoscience


• Deceptive techniques most common 
in dietary supplements, skincare, 
weight loss
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Which platforms serve deceptive health-related ads?

Deceptive health-related ads by ad platform
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Native ad platforms 
“chumboxes”

[Zeng et al. ’20, ’21, ’22]
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Policy recommendations
• Health-related sites should not embed third-party 

trackers


• Online advertising platforms should not:

• Track users’ visits to health-related sites

• Use health-related browsing activity in  

ad targeting and delivery algorithms


• Regulators should bring enforcement actions against 
ad platforms that host deceptive health ads
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Thanks for watching!
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Thanks for watching!

• Browsing health-related websites increases the amount of targeted health-
related advertising a user sees


• Health-related advertising on the web is highly deceptive


• Policy changes are needed to protect users’ health privacy and reduce 
deceptive health advertising
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Summary

Contact 
eric.zeng@georgetown.edu

Dataset and Adscraper 
measurement platform:
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